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BACKGROUND

The EFM Initiative is intended to improve the efficiency and productivity of freight movements
by evaluating and promoting innovative e-business concepts that support coordination and
information sharing among supply chain partners. EFM is an open-architecture, Internet-based
solution that promotes the use of standards to allow supply chain partners to efficiently track
freight shipments as they move through the supply chain. EFM provides shippersd the supply
chain ownersd with visibility to meet very tight performance standards and improve operational
efficiencies. EFM offers uniform access to existing customized database formats, computing
platform independence, and adaptable services. EFM allows each supply chain partner to
exchange data with other supply chain partners via Web services using eXtensible Markup
Language (XML) data standards in a service oriented architecture (SOA) and open-source
software products. The framework employs secure encryption and digital certificates, ensuring
that any information exchanged between partners is authorized and secure, that data is not
corrupted in-transit, and that the data transmitted is complete. EFM provides a gateway for
automated interfaces and software capabilities that are designed to support computer-to-
computer interactions over the Internet.

Accurate, visible information provides supply chain partners with the actionable intelligence they

need to improve operational efficiency and increase agility in a fast-paced global business

environment. Without this information, supply chain partners can face delayed shipments,

disrupted assembly lines, congested cargo transfer points, and stressed inventories. Many large

firms use logistics software and electronic data exchange to standardize data flowsé b ut s mal | t
medium-sized firms often do not because of the high implementation cost and technical expertise

required to effectively use the software and standards. The Electronic Freight Management

(EFM) framework supports in-transit visibility to all supply chain owners, from the largest to the

smallest. EFM can be used by all supply chain partnersd from shippers to 3PLs to customs
brokers cr eating a truly integrated, fAshared view
and helping to increase the competitiveness and the effectiveness of the supply chain.

All supply chain partners can benefit from using supply chain visibility tools like EFM. While

as few as two partners in the supply chain can benefit from using EFM, the value and operational

efi ci encies grow as mor e S u psmoryparmdisadopnEFd,ar t ner 0
fewer manual transactions are required; a mor
enables better and more responsive decision-making.

As part of this EFM Initiative, USDOT has sponsored the development of what is known as the
EFM Package. The EFM Package is a collection of documents and computer source code which
may be downloaded, free of charge, for use by organizations wishing to take advantage of the
benefits of EFM. The complete set of documents and the source code is available at the EFM
website http://efm.us.com.
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TECHNICAL OVERVIEW

The EFM initiative support the application Web technologies to improve data and message
transmissions between supply chain partners. Key tenants of the program are to encourage the
adoption and use of open international standards (both business and technology) in a low cost
manner. [1]

The history, goals, and objectives, benefits, and business case of the initiative is well
documented in a variety of sources [1][2][3].

A few of the stated goals include:

e ¢é to provide a mechanism for sharing supply chain freight information that is simpler,
cheaper, and more efficient than traditional EDI, allows for all supply chain partners to
access th information, and makes it easier to customize the flow of information between
partners [2]

e ¢ to extend mature technologies and standards to industrgawernmeni3]

EFM has evolved through several DOT sponsored projects, work efforts, and case studies [1]

that influence the EFM Pl a mfortaittnidgshe Golumbhsi t ect ur
Electronic Freight Management (CEFM)[5][6] project and the Freight Information Highway

(FIH) reference architecture[4].

The CEFM project provides:

e Reusable software patterns and code that can be incorporated into the EFM platform and
extensions

e Lessons Learned

The FIH Reference Architecture provides:

e A standards-based set of use cases focused primarily on international, intermodal
transportation and delivery of consignments

e A logical data model (LDM) based on Universal Business Language (UBL) 2.0.
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INTENDED AUDIENCE

This document is one of many in the EFM package and is provided as a guide for partners who
are interested in understanding the underlying architecture of EFM. This document presents a
summary level view of the architecture for the EFM platform. The EFM Platform (EFMP) is the
package of core software that will be the base for future deployments of EFM.

This document is intended to serve:

1. The project sponsor, US Department of Transportation (DOT), and subcontractors as a
reference for critical review of the
decisions.

2. The platform development team as a quick start overview to ramp up on the project.

3. Future adopters of EFM.

ScoPE

The EFM Platform is an implementation of a subset of the ideas described in the FIH reference
architecture. Focus areas of the architecture are those services that needed built for the initial
client pilot. All other functionality is pending.

KEY ARCHITECTURE PRINCIPLES
The following are key principles to the EFM architecture.

1. Choose open standards for the EFM platform. This includes the business standards
referenced by the FIH and also technical standards.
Business standards include:

e Organization for the Advancement of Structured Information (OASIS) and the
Universal Business Language (UBL).

e World Customs Organization (WCO)
e The Centre for Trade Facilitation and Electronic Business (UN/CEFACT) of the
United Nations
Technical Standards include:
e Simple Object Access Protocol (SOAP) based web services
e Security standards like ws-security

e Other technical standards that are implementation specific but not partner-facing like
JPA (Java Persistence API). This will provide the most flexibility for future
deployments to support arbitrary requirements.
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2. Explicitly separate the EFM platform from particular supply chain partner
implementations. As partner deployments transpire, the EFM platform can be used as a
starting point while ensuring that a) deployment specific behavior will not corrupt the base
platform code and b) future development teams have a roadmap for extensions.

3. Utilize open source software as much as possible. This includes choosing existing, well
tested open source libraries in lieu of writing more software. This is described extensively in
the EFM Design document, but includes Spring, Quartz, Smooks EDI parsers, Jasper and
OpenReports, etc.

Use CASE VIEW

Platform Use Cases

The FIH Architecture defines a set of model use cases that should be implemented in an FIH
implementation. Table 1 lists the set, along with a disposition and priority of implementation.
High priority items should have base implementations in the first release of the platform
primarily because of their importance to the first deployment of the EFM Package. Medium
priority items follow the same lines of justification except are considered less critical
functionality to the partner deployment.

Platform Disposition gives a relative notion of the extent to which the EFM platform will support
the use case

e Not Precludedupport indicates that the software will not preclude future
implementations but will not provide base class implementation. Stub interfaces may or
may not be provided; this can be a project decision.

e Explicit Supportindicates that the software will provide a base or default implementation

e Partial Supportindicates that the ideal implementation may not be provided, but enough
implementation to meet the first current deployment will be provided.
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Table 1. Use Case Titles Derived from FIH Architecture

Use Case Platform Disposition Priority
1. Book transport
a. Book consignment with transport service provider Not Precluded Low
b. Book consignment with carrier Not Precluded Low
2. Dispatch shipment
a. Dispatch consignment to outbound motor carrier Not Precluded Low
b. Dispatch shipment to inbound motor carrier (GHA) Not Precluded Low
c. Dispatch shipment to inbound motor carrier (LSP) Not Precluded Low
3. Transport shipment
a. Consolidate shipment for transport Not Precluded Low
b. Split shipment for transport Not Precluded Low
c. Divert shipment Not Precluded Low
d. Conduct carriage of shipment Partial Platform Support High
. Clear customs
a. File export goods declaration Not Precluded Low
b. File export cargo declaration Not Precluded Low
c. File import goods declaration Not Precluded Low
d. File import cargo declaration Not Precluded Low
. Schedule delivery
a. Schedule delivery with transport services provider Not Precluded Low
b. Schedule delivery with terminal operator Not Precluded Low
c. Schedule delivery with logistic service provider Not Precluded Low
d. Schedule delivery with consignee Not Precluded Low
. Receive shipment
a. Receive consignment from outbound carrier Partial Platform Support Low
b. Receive shipment from carrier Partial Platform Support Low
c. Receive shipment from inbound carrier Partial Platform Support Low
d. Receive consignment from carrier Partial Platform Support Low
e. Resolve discrepancies Not Precluded Low
Associated functions
Check status Explicit Platform Support | High
Create consignment Explicit Platform Support | Low
Define supply chain partners Explicit Platform Support | Low
Update supply chain partners Explicit Platform Support | Low
Print documents Partial Platform Support Medium
Create reports Explicit Platform Support | High
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LoGICAL VIEW (COMPONENTS)

Figure 1 depicts a high level logical view of the EFM architecture. This section describes the
important components and their purpose.

Supply Chain Partners

!

{r Internet (Transport Level Security (SSL/TLS)) 3

™ ! !

Reporting Services Web Service Interface Electronic Data Capture Legacy Data Adapters
(WSDLs/SOAP)

EFMLogacyDataRetriovd
PAYAVANRE

EFMTransformer
AVAVAY

CSVTransformer
JA)

EDITransformer
AN
EDI315Transformer

o
+ consolidateConsignment() : void

Application Level Security (Friends of Shipment) ‘
‘ EFM Standard Business Documents ‘
(UBL)
EFM Business Service Implementation
(Supply Chain Default / Typical Behaviors)
Deployment Specific Business Service Implementation
(Extensions and Overrides of Default Behaviors)
Database
(Standards Based i UBL)

Figure 1. EFM High Level Logical View

Web Services

The EFM platform supports skeleton implementations for the standard supply-chain message
exchanges described in the FIH architecture. SOAP based web services provide the skeleton
placeholders. Base-class implementations, invoked by the web services, in some cases will do
nothing but serve as a pure placeholder, or may provide default implementations that represent
standard behavior.

For those implementations that are needed for deployments, default placeholder behavior is
defined and implemented in java. Any deployment specific behavior is implemented by
extending and/or overriding the base-class (default) behavior and executed using Dependency
Injection (DI).
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Electronic Data Capture

Electronic data capture provides a set of software for capturing partner legacy data. Legacy data
may be pushed from the supply chain partner via FTP, ssh, sFTP, or other protocols. Legacy
data may also be polled (or pulled) using the same set of typical protocols. The format of the
data in both cases can be just about any format as long as the format is able to be parsed in a
consistent way.

Legacy Data Adapters

This component provides a variety of data transformation services to get from a legacy format to
standard UBL.

Business Service Implementation

Business service implementations provide default behavior for standard supply chain operations.
Default behavior can be overridden or extended to handle deployment specific scenarios.

The mechanisms used to provide the behavior are designed to give full flexibility to partner
deployments while making the software maintenance and new feature development more
straightforward.

EFM Portal

The FIH architecture describes a web portal application that serves as an entry point to conduct
business transactions and access information for supply chain partners. The EFM Platform will
defer this capability. It is counter to platform constraint of reliance on a single service and not
critical functionality for immediate EFM deployments.

UDDI Registry

The FIH architecture describes usage of the Universal Description, Discovery and Integration
(UDDI) standard as a service discovery component that allows supply cpharnmners topublish,
di scover, and invoke. other partnersd web serv

UDDI will be deferred, as it is counter to the platform constraint of reliance on a single service.

By deferring the use of UDDI, the platform will need to have a mechanism other than UDDI to

invoke other partner 0s wAdmm®eneshanigndssoplaice nd poi n
endpoints (URLs) into either a configuration file or in the database. The database approach will

be used for simplicity and ease of implementation. UDDI can be implemented at a later point in

the evolution of the platform if necessary.

Figure 2 below shows the table used. The ENDPOINT URI field is used by the application to
know the base URL for the location of the appropriate web service.
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partner

«columny»

*PK PARTNER_ID: INT
NAME: VARCHAR(30)
PARTY_ID: INT
PARTY_AGENCY_ID: VARCHAR(255)
ENDPOINT_URI: VARCHAR(255)
HOST: VARCHAR(255)
ACCEPTS_INBOUND: CHAR(1)
INITIATES_OUTBOUND: CHAR(1)
CREATED_BY: VARCHAR(100)
CREATED_DATE: DATETIME
LAST_UPDATED_BY: VARCHAR(100)
LAST_UPDATED_DATE: DATETIME

«PK»
+  PK_partner(INT)

Figure 2. Endpoint Definition

Reporting Services

Since the backing data store for EFM is a relational database, any reporting package that has
drivers for MySQL can be used to create, view, print, and distribute reports. The EFM software
bundle includes several reports implemented using Jasper reports. The EFM software bundle
also includes files necessary to distribute reports using the OpenReports package.

Infrastructure Services

The FIH architecture describes Infrastructure Services as a st of software modules that provide
infrastructurelevel functionality such as message transformation, authentication and
authorization

The EFM platform will rely only on infrastructure services that any Data Center will have, for
example:

Inbound/outbound email

File Transfer Protocol (FTP)

Network File System (NFS) and/or

Web-based Distributed Authoring and Versioning, or WebDAV
Apache web server to serve as a proxy for virtual hosting

There are no current platform requirements for services such as Lightweight Directory Access
Protocol (LDAP).

Information Sharing Mechanisms

The FIH architecture presents two schemes for supply chain partners to share data effectively in
an operating environment. The first, a Central Data Caching Repositoiypresented as a less
than ideal (but simple) mechanism. Essentially, for each FIH operating environment, there is a
central database that all partners have Create/Read/Update/Delete (CRUD) access to. The FIH
architects are cautionary on this approach. EFM will avoid this approach.

The second, Enterprise Information Integration (Ellplaces a layer of software (most likely a
3party package) logically on t ohesoffwareimtle h
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middle is intelligent enough to perform transformations to normalize / convert the data between
partners, and, most importantly to the FIH proposal, to the FIH Portal.

The EFM platform will take an approach that is a variant of the central cache repository. There
will be cached repositories, but not centralized. This greatly reduces the issues of security and
scalability, yet is still a fairly simple approach. For each supply chain partner a shadowdatabase
will be maintained. The term shadowis used as a metaphor to indicate that the data stored is a
reflection a subset of the data that the partner would maintain in the operational supply chain.

DATA VIEW

Data Model
For the EFM Platform, the general strategy can be summarized by the following principles:
1. Define a common data model based on UBL and standard business practices for
intermodal, international shipping.

2. Provide mechanisms to extend the schema in a rational way (for example, the Attributes
mechanisms implemented by CEFM.

3. Map partner specific terminology (such as events and status) to the standard values in a
table-driven fashion.

Figure 3 below is a snapshot of the first release of the EFM package schema. The schematic is
included in the EFM documentation package so that it can be printed.
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Figure 3. EFM Database Scheme

Domain Model

The EFM domain model, like the database schema is based on the UBL subset most needed for
pending EFM deployments. Figure 4 below shows the domain model. A separate diagram is

available in the EFM documentation packaging for printing.

EFM Software Architecture Specification 10 July 17, 2009



Figure 4. EFM Domain Model

TECHNICAL ARCHITECTURE

The primary development language for the EFM platform will be JDK1.6. All web services will
be SOAP based with service descriptions using the Web Service Description Language (WSDL).

The database server will be MySQLS.

Application Server

The primary benefit of an application server is a host for Enterprise Java Beans (EJB). There is
no plan to utilize EJBs for the EFM Platform or future deployments. There are other benefits of
using an application server such as administration and monitoring tools for managing web
services, clustering support, object to relational mapping (ORM) support, and persistence. For
this reason, a packaged application server will be utilized; specifically, the Sun Open Source
Glassfish.
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Glassfish may be used in a variety of modes for both development and production,although the
primary benefit is likely to be the bundled

Glassfish will be used as an application server, although The EFM platform software is not
dependent on the particular application server (if any) used.

Security

EFM fundamentally relies on SSL certificates for partner-to-partner communication security.

The glassfish mechanism is used to ensure that only partners possessing a valid certificate may

send messages and the message traffic is encrypted. If Partner 1 (client) wants to communicate

with Partner 2 (server), Parter 1 must have a valid certificate from a trusted certificate authority.
Partner 106s certificate is | oaded Wheho Partne
Parter 1 calls Partner 2 via a webservice invocation, glassfish authenticates and either rejects (if

the certificate is invalid or from a non-trusted authority) or allows the communication. From the

appl i cat i o nespecdve,thie ik tarpparenttasl nogpecial programming is required.

DEPLOYMENT ARCHITECTURE

EFM is a server based platform. It can be deployed on any server that is capable of running
Glassfish. There are numerous configurations that are possible for a given deployment. The
critical components are the Glassfish server and a database server. Certain communities or
associations of trading partners may choose to build an EFM environment that represents
multiple supply chain partners. When this is the case, EFM instances can be deployed on a
single server, multiple real servers, or multiple virtual servers. The figure below represents a
single partner EFM instance. These can be combined with other instances to create an EFM
community using real or virtual servers or a combination, or each partner instance can be
represented in the partners own back office environment. The diagram (Figure 5) below
represents a typical partner instance.

EFM is deployed as a web application running in Glassfish. The software that is deployed inside
the application server is deployed as a Web Application Archive (war) file and generally falls
into one of 3 categories:

e EFM platform software. This is the core software that resides on every EFM instance.
This software contains base class implementations and common software for things such
as archiving, file processing, the domain model, job scheduling, data transformation, and
various other utilities

e Partner specific software. This software contains extended class implementations from
the core software and is meant primarily to capture non-standard behavior of individual
partners. As an example, the core EFM software contains base class implementations for
processing standard EDI 315 messages. Partner specific software may include features
for parsing proprietary file formats that are unique to that particular partner.

e Other 3" party software used by either the core platform or the partner specific software.
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The common services component shown in the diagram will vary depending upon the particular
EFM installation. For example, a pop server is only needed if email is being used to perform
partner-to-partner messaging. Likewise, and FTP server is only needed if FTP is being used to
transfer files. Using a Web proxy server is an option for deployment to attain an added level of
security by isolating web service calls to a particular location.

B

Inbound (Public Internet) /—\ﬂ
«ftp ji/ent» «pOPJ;e"t» «webservite client» (K—\ >

Outbound (Public Internet)

Common Services

€ K

CIFS Server FTP Server Web Server SMTP
Proxy Server

«ftp client»

«pop dlient» «cifs dlient»
«web servjce client»

«execution environment»

«web service client»
Partner Instance

g

Glassfish Application Server

efm-platform-core-1.0.jar E Partner Specific JAR
artner Specific El

«use»

Other Dependent JARs E]

«use» «use»

«jdbe»

MySQL Database

Figure 5. Typical Partner Instance
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